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Introduction

Recently, [2] presented a security attack on the privacy-preserving outsourcing
scheme for biometric identification proposed in [1]. In [2], the author claims that
the scheme CloudBI-II proposed in [1] can be broken under the collusion case.
That is, when the cloud server acts as a user to submit a number of identification
requests, CloudBI-II is no longer secure. In this technical report, we will explicitly
show that the attack method proposed in [2] doesn’t work in fact.
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A Review of [2]’s Attack Method on CloudBI-II

The attack method presented in [2] is based on the equation Pi = M1 Qi B0i B0c Qc M−1
1 ,
where Pi is a matrix received by the cloud server, M1 is an unknown random
matrix and M−1
is the inverse of M1 , Qi and Qc are two random lower tri1
angular matrices that are unknown by the server, B0i is an unknown diagonal
matrix, and B0c is a diagonal matrix that most of entries can be known when
the collusion happens. Note that all the above matrices are n0 -dimensional and
for each different B0c there comes a different Qc . [2] claims that this matrix
equation can be solved because when there comes a number of B0c ’s, the number
of equations will exceed the number of unknowns such that it is able to solve
all the unknowns. More specifically, it is argued in [2] that, M1 , Qi and B0i are
fixed for all identification requests, B0c and Qc are randomly generated for each
identification request. Thus, for each new identification request, the server can
02
0
construct n02 new equations while only introducing n 2−n + 1 new unknowns,
which makes it possible for the server to work out all the unknowns when there
comes only 3 identifications.
However, [2] neglects the facts that i) the number of equations is larger
than the number of unknowns is not a sufficient condition to solve a system of
equations and determine the unique solution, and ii) the system of equations
established in the analysis is a system of non-linear equations instead of linear
equations. So, you cannot simply say unknowns are solved. In the following
analysis of this report, we show that when there comes a new identification, the
number of newly established equations is much less than n02 since many of them
are linearly dependent and do not help in solving for the unknowns.
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A Detailed Analysis to Show Why [2]’s Attack Method
Cannot Work

To make the analysis more clear to the readers on the equation Pi = M1 Qi B0i B0c Qc M−1
1 ,
we first make the following assumptions:
1. The randomly generated matrix Qc are all the same for each new identification
request B0c .
2. Since the last entry of B0c is a random number rc , we multiply it into the last
entry of B0i and set the last entry of B0c to be a public number that can even be
arbitrarily chosen by the server. In this way, B0i will be an unknown matrix that
consists of n0 unknowns while the total number of unknowns in the equation of
Pi stays the same and the value of B0i B0c is unchanged.
It is obvious that the above assumptions will only make it easier for server
to work out B0i by exploiting Pi . Then we will show that none of unknowns of
B0i can be solved even if under the above assumptions.
Once the assumptions are given, we can see that for different requests B0c , the
remaining unknown matrices in the equation Pi = M1 Qi B0i B0c Qc M−1
are all
1
02
0
fixed. In Pi , there are n02 unknowns in M1 , n 2−n unknowns in Qi , n0 unknowns
02
0
in B0i , and n 2−n unknowns in Qc . Thus, there are 2n02 unknowns in total. For
ease of exposition, we set N1 = M1 Qi B0i and N2 = Qc M−1
1 . In this equivalent
substitution, there still have 2n02 unknowns in total because none of them is
dropped during the multiplication process. Furthermore, since there only have
2n02 elements at most in N1 and N2 which are both n0 -dimensional matrices,
N1 and N2 each will consist of n02 unknowns, respectively.
Thus, in the equation Pi = N1 B0c N2 , for different requests B0c ’s, the matrices
N1 and N2 which have 2n02 unknowns in total are both fixed all the time. Next
we will show that none of the unknowns can be figured out no matter how many
requests B0c are issued based on this equation.
Based on our assumptions as above, all the n0 entries in B0c can be arbitrarily chosen by the server. Note that the matrix B0c is transformed from its
corresponding vector Bc as illustrated in [1]. As has been claimed in [1], the
server can only generate at most n0 linearly independent Bc , which are denoted
as Bc1 , . . . , Bcn0 and called a basis of n0 -dimensional vector space. That is,
Bc = x1 Bc1 + x2 Bc2 + . . . + xn0 Bcn0 .
After the vectors are transformed into their matrix forms denoted as B0c1 , . . . , B0cn0 ,
we will have
Pi = N1 B0c N2

(1)

= N1 (x1 B0c1 + x2 B0c2 + . . . + x0n B0cn0 )N2
−1 0
0
= x1 N1 B0c1 N−1
1 + . . . + xn N2 Bcn0 N2 .
0
−1
Thus, any Pi can be represented by n0 “basic” matrices Pj = N−1
2 Pcj N1
0
0
(j = 1, . . . , n ). In other words, the server can get at most n linearly independent pairs of (B0c , Pi ), and the knowledge of other pairs will not help solve for

N1 and N2 . Without loss of generality, we assume the server chooses a basis
Bc1 = [1, 0, 0, . . . , 0], Bc2 = [0, 1, 0, . . . , 0], . . . , Bcn0 = [0, 0, . . . , 0, 1] in the n0 0
dimensional vector space. We denote all the unknowns in N1 and N2 by qij
and
0
0
pij for (1 ≤ i, j ≤ n ) respectively, then we have
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It is easy to find that all the above equations contain different unknowns, namely
each unknown only occurs in one of the above equations. Thus, we only need to
consider one matrix equation of the above if the server wants to figure out any
elements of N1 and N2 . Taking P1 for example, we assume all the constants in
P1 are denoted as Aij for (1 ≤ i, j ≤ n0 ), that is
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By leveraging linear transformations, we can get the following equivalent matrix
equation
  0 0 0 0
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Note that, although it seems that n02 equations with 2n0 unknowns can be obtained from the first sight of the matrix equation (2). However, after the linear
transformation, it can be seen that only 2n0 − 1 equations indeed can be established with strictly 2n0 unknowns shown in equation (3), the remaining equations
are all linearly dependent. In other words, there exists an unlimited number of
solutions for N1 and N2 . Hence, we have shown that the attack method proposed
in [2] by exploiting the equations Pi doesn’t work on CloudBI-II at all.
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